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Abstract

We present an attack on Salsa20 reduced to five of its twenty rounds.
This attack uses many clusters of truncated differentials and reqlites
work and2 plaintexts.

1 Definition of Salsa20

Salsa20 [1] is a candidate in the eSTREAM project to identify new stream ciphers
that might be suitable for widespread adoption. For convenience, we recap here the
parameterized family of variants Salsa2@-, with w the word size and the num-

ber of rounds; Salsa20 itself is Salsa20-32/20wdéxd is an element of /2" Z.

We omit the precise definitions of word-oriented operations here for brevity; ad-
dition (+), XOR (&) and rotation &) are defined in the usual way, and where
words are mapped to bytes, a little-endian mapping is used. We define a bijective
map.S on four-element column vectors of words:

Sal(yo w1 2 w3))=(me(w+ys) <<a) v ys v )"
and compose it four times to build this bijective map on the same:
Q = S150 513059057

(note that the constants given in the subscripts are appropriatefo82; different
constants might be used for a different and compose it with a row and column
rotate to get this bijective map on matrices:

mi1 Mmi2 Mmi13 qi
Qx(m) _ m21 M22 M23 Q2
m31 Mm32 M33 g3
mo,1 Mo,2 M03 4o
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mo,0 Mmoo Mo,1 Mo2 MM0,3
m m m m m
where ¢=Q 1,0 C om= 1,0 1,1 1,2 1,3
m2,0 m20 M21 M22 M23

m30 m3o Mm31 M32 M33

from which we build this bijective map on four-by-four square matrices of words:
R(m) = (Q"(m))"

and from this, we define the Salsa20 “hash function”:
H(m)=m+ R"(m)

Salsa20 maps an eight-word kley 7, a two-word noncey_ ; and a two-word
stream positiorig._ 1 onto a 16-word output matrix as follows:

Co ko /{1 /€2
ks c1 v v
io il C2 k4
ks ke kr c3

Salsa2@(v,i) = H

wherecy . 3 are constants dependent on the key length and omitted here for brevity.
We also omit the (straightforward) definition of the row-wise deserialization of
this output matrix, the resulting counter-mode-like stream cipher, and the Salsa20
variants defined for shorter keys. Salsa20's security goal is that the function above
be indistinguishable from a random function to a suitably-bounded attacker; from
this its security as a stream cipher may be inferred.

2 Cryptanalysis ofr =5

We here attack the Salsa20 PRF directly; the resulting attack on the Salsa20 stream
cipher follows straightforwardly. Though many techniques of block cipher crypt-
analysis are applicable to Salsa20, it has several features to defeat these techniges.
First, the large block size allows for rapid diffusion without penalty of speed. Sec-
ond, the attacker can control only four words of the sixteen-word input to the block
cipher stage. Nevertheless, we can construct an attack based on multiple truncated
differentials which breaks five rounds of the cipher.

Wherer = 5, the output of the PRF iz + R°(m). Eight of the sixteen
cells inm are known to us; the other eight cells contain the key. We can thus
straightforwardly infer eight of the sixteen cells ¥ (m). If we correctly guess
k3, this will give us a complete row i’ (m), to which we can apply)~! to infer
a complete row ofR*(m).

To go further back, we observe that if every input word but the fir€ptd is
known, the final output word may be inferred, and if every input but the second is



known, the first may be inferred. If we can guess the key waégds, this allows
us to infer these entries @t®(m) given H (m):

? ?
[ ]

e o o o
e o o v

Applying Q~! to each row except the first allows us to infer these entries in
RY(m):

7 o o @
7 o o @
7 o o @
7 o o @

from which we can infer these entries it¥ (m):
?

® D 0 -V
D ) D
[ ] ~N N

?
?
?

Given a sufficiently powerful distinguisher for the function famjly(v, i) =
(Salsa2@(v, )30, Salsa2@(v, i)3 3) we can therefore test our guessesats.

Consider this example of a low-weight (ie high-probability) truncated differ-
ential trail suitable for our purposes, identifed using the techniques of [2]. The
limitations on the bits under the attacker’s control make it difficult to identify trails
that start with useful combinations of bits; each word we control is combined with
three we do not before the results are combined with each other. Thus, our input
difference is simply a single bit in the high word of the stream position, chosen to
minimize the nonlinear avalanche. Before round 1:

0 0 0 0
0 0 00
0 0z80000000 0 O
0 0 0 0

After round 1 (with probability}):

0 0 0 0
0200201000 ? 0280000000 0z00000100
0 0 0 0
0 0 0 0

After round 2 (with probability2—°):
? 0200201000 0240200000 0202000800
? ? ? ?
? ? ? 0200000040
0 0200001000 0200200000 0204000080



And after round 3 (with probabilit—12):

?

?

?
0202002802

~N ) N D
~N ) N D

This trail has sufficiently high probability to act as a suitable distinguisher from
which an attack can be built. However, we can do much better. The probabil-
ity of this difference appearing in the output is much higher than this trail would
suggest—in fact, it is closer 2. This is because there are many other low-
weight differential trails that result in this difference ®¥(m)s . Furthermore,
there are many high-probability differentials in this word. By experiment, we have
even determined a few differential trails whose probability appears to be twice as
high as their weight would suggest —this is presumably because of problems with
the independence assumption, and suggests that there may be trails which are less
probable than their weight would suggest.

By considering many trails, we can build a far more effective attack. Many
tradeoffs are possible; we give one example here. We have experimentally deter-
mined a set of 1024 possible differencegit(m)s o from this one input difference
such that the probability of one of them being right appears to be roughly 30%.
With 32 output pairs, the probability that 5 or more of these pairs show a differ-
ence in the set is greater than- 273, while the probability of this threshold being
met or exceeded by chance is less tBafl’. We try all 2'%° possible values of
ks..7; for each that meets the threshold, we try to determkine by simple brute-
force search. The true key will be among these values with probability2—3
as noted, and we can expect?—?? = 26! false positives; the cost of the brute-
force search stage will thus be rouglfRf+61 = 2157 much less than the cost of
determining our candidates fég_ 7.

3 Conclusions and open questions

Itis clear that a naive attack of this type cannot be extended to more than a handful
of rounds; this has no negative implications for the security of the full Salsa20-
32/20 presented to eSTREAM.

Nonetheless, the degree of clustering exhibited by these differential charac-
teristics is surprising; it is more usual for a single differential trail to dominate.
It is also striking to find differential trails whose overall probability is so greatly
mispredicted by the products of the probabilities of its components, marking a vi-
olation of the independence assumption usual in differential cryptanalysis. In both
instances, it would bear investigation whether other ciphers that rely heavily on ad-
dition mod2™ to introduce nonlinearity i #'(2) would also show these properties
in differential cryptanalysis, or related properties in other forms of cryptanalysis.
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A Anomalous differential trails

We give here examples of differential trails whose observed frequency is markedly
different from that predicted by the simplifying assumptions of differential crypt-
analysis. The trails below should appear with frequeicy, but in 226 trials ap-
peared not the expected 131072 times, but 262018 and 262412 times respectively.
Both trails start

0 0 0 0
0 0 0 0
0 0280000000 0 O
0 0 0 0
0 0 0 0
0200601000 ? 0280000000 0200000100
0 0 0 0
0 0 0 0
One goes on thus:
? 0200601000 0240200000 0202000800
? ? ? ?
? ? ? 0200000040
0 0200000100 ? ?

and the other thus:

? 0200601000 0240200000 0202001800

? ? ? ?
? ? ? 0200000040
0 0200000100 ? ?



